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                      Havant Rifle & Pistol Club
      General Data Protection Regulation Policy Document
Havant Rifle and Pistol Club (henceforth called ‘The Club’) must comply with the legal requirements placed upon it by:

(i) Home Office Guidelines relating to target shooting clubs

(ii) The General Data Protection Regulation, as specified by the UK Information Commissioner’s Office (ICO) (May 2018), henceforth referred to as GDPR.
To meet this requirement, this policy document specifies what personal data the Club requires from:

Members (of all categories, as defined in Club rules))
Those applying for membership, 

Club guests (as defined in Club Rules)

Those attending Club open days, as defined by (i). 

The policy document then specifies how this personal data is collected, stored and distributed among Club officials in support of normal club activity. It also outlines what steps are taken to protect personal data and the rules that are followed for the destruction of data when it is no longer needed.
The GDPR also covers the Club’s recording, viewing, storage and deletion of CCTV imagery on the Club’s premises. The Club is registered with the ICO in relation to CCTV usage and that subject is dealt with in more detail in the Havant Rifle and Pistol Club CCTV Code of Practice, Issue 2, dated 01 April 2018. A copy of this can be made available on request but in terms of data handling, the CCTV data is treated like any other data except for its retention period, which is currently up to 4 weeks. CCTV data is therefore not referred to in detail in the remainder of this policy document.
1. Club Data Collection

For routine management of the Club and to comply with (i), a range of personal data must be collected from Club members of all categories, and (shooting) guests (as defined by Club rules) and from those applying for membership. Details on the categories of membership are to be found in the Club’s Rules.

The information gathered for the above purposes must be held, processed and distributed within the Club in accordance with (ii). It is an absolute requirement on those listed above that specific items of personal information are provided without error and is maintained as such should changes occur over time. The seven primary items of personal data that must be given to the Club, and maintained as accurately as possible by the member/applicant are as follows:

(a) Full Name including title:

(b) Previous name(s) used, if any

(c) Address, address history, if relevant, covering 5 years to present

(d) Date of Birth

(e) Place of Birth

(f) Nationality

(g) Details and contact details of other shooting club membership over the previous 3 years, if any
Providing the following four information items is not an absolute requirement but its possession by the Club will assist in the efficient management of the Club: 
(h) Occupation (including whether retired)
(i) Email address, if any

(j) Home landline telephone number, if any

(k) Mobile phone number, if any.

For those applying for membership, valid referees are required in accordance with Club rules. A referee must be prepared to provide:

(l) Full name

(m) Address 

Preferably, a referee will also provide

(n) Email address
(o) Telephone number(s)

A person applying for membership of the Club must provide a YES/NO answer to the following questions at (p), (q), (s), (t) and respond to question (r) as appropriate:
(p) “Have you been prohibited under Section 21, as amended, of the Firearms Act 1968, or otherwise, from holding or possessing any firearm or ammunition?” 
NOTICE. Under the provisions of the GDPR, the Club does not have sufficient reason under law to keep details on a person’s criminal record. Consequently, no enquiries can be made of an applicant in this respect. However, it must be noted that a person may only be considered for membership of a Home Office Approved Shooting Club, such as Havant RPC, if approval is both sought for, and received from Hampshire Constabulary. If an applicant is prohibited under Section 21 of the Firearms Act 1968, or otherwise, from holding or possessing any firearm or ammunition, or has been convicted of any offence (other than motoring) during the last ten years, this approval is not usually given. Under these circumstances, the applicant is informed of this outcome and the application for membership is terminated.
(q) Do you hold a current Firearms Certificate?
(r) If the answer is “Yes” to Item (q), give FAC number, expiry date and county of issue
(s) Have you ever been refused a Firearm Certificate?
(t) Have you ever had a Firearms Certificate revoked?
An applicant and all members must provide:
(u) A passport-style photograph which is recognisably up-to-date

For applicants who are under 18, the following is required:
(v) A signed declaration from a parent/guardian, as specified on the Club’s application form

To progress a membership application, the Club will keep a record of the following items of information:
(w) Initial Police Check dates sent/returned
(x) Date(s) references received

(y) Date elected to full membership

(z) Date Police Firearms Department are informed of election to full club membership

(aa) Date NSRA and other national affiliating bodies are informed of election to full club membership

On initial application for membership, and preferably on renewal of membership, the applicant or member must acknowledge by giving: 

(ab) his/her usual signature, on a suitably worded declaration form, permission for the club to collect, store and distribute his/her personal data in furtherance of the management of the club, and consistent with the Club’s GDPR Policy. A copy of this policy document must be made available to a member on request. The wording of this declaration is provided at Annex A, Part 1.
Once a person is permitted to attend the Club, either for some form of induction training or as a member (provisional or full), or in competition, a record of that person’s attendance is collected and retained for a period of six calendar years, as required by Home Office Guidelines . The information that is captured is as follows:
(ac) Name, date of attendance, calibre/type of firearm(s) used, fee paid

2. Personal Data Capture Mechanisms
For members and those applying for membership, the following items are initially gathered in paper documentary form:

Items (a) to (v), (bb) and (cc)
The following items are only captured electronically:

Items (w) to (aa)

3. Personal Data Storage

In order to efficiently manage the Club, the following items are transferred to electronic media by a Club Information Processor. See Annex C for definitions of the term ‘Information Processor’ and Information Controller’:
Items (a) to (u)

In addition, the following information is collected electronically both at the start of membership and annually at membership renewal:

(ad)  Membership category, in accordance with Club rules

(ae)  Confirmation of membership fees paid, with date

IMPORTANT: With immediate effect, persons that have applied for membership of the Club will have been required to sign a declaration that gives permission to the Club to collect and store personal data in accordance with this Policy Document. Since GDPR is being applied during the life of the Club, it is essential that current members give similar permission for the Club to collect and store their Personal Data. The scope of this personal data will be as specified in Section 1. It is recommended by GDPR that this permission is renewed regularly, that is, perhaps every one to two years and the Club will regularly issue reminders to this effect. The giving of permission for the Club to store and process personal data is an ABSOLUTE requirement placed on every member of the club. 
Without the giving of this permission, membership cannot be maintained. If a member refuses to give such permission, the Club will have no choice but to terminate membership. In any case, the majority of personal data that is already held by the Club will be retained for a further period of 6 calendar years from the termination of membership, in conformance with Home Office Guidelines .
Permission will be confirmed by the signing of a declaration form. Details are provided at Annex A, Part 2. The central medium for electronic data capture and processing is a Microsoft Office Access database run as part of a Microsoft Office Professional software suite. Input into this central electronic medium is carried out by the club Chairman or Secretary, acting as a Data Processor. Other club officials may provide data for incorporation into the central database via spreadsheets and similar media that address subsets of the overall data held by the club. Typically, the owners of these subordinate files are the club secretary and the club treasurers. 
From the central database, a club data processor will extract subsets of data for distribution to Club Captains and their deputies in order that the sporting nature of the Club can be organised and run efficiently. As of 01 April 2018, these club captains are:

Target Rifle Captain plus two deputies
Gallery Rifle Captain

Lightweight Sporting Captain
Bench-Rest Rifle Captain

Air Weapons Captain

Full-Bore/Muzzle-Loading Captain

These subsets are distributed either via email or by email attachment comprising a password-protected MS Office Excel spreadsheet file. This file will typically contain the following information:

Data items (a), (i), (j), (k) as listed above
All personal data held in paper documentary form will be consolidated into a suitably indexed filing system.
4. Website and Facebook Page
The Club does not place any personal data on its website, nor will the Club post personal data on Facebook or similar social media. Club members who choose to use Facebook will take responsibility for the protection of their own personal data security.

5. Data Security

Personal data held in paper documentary form will not be copied/duplicated unless there is an immediate need to do so. A typical example of such need might be a request from Police Authorities to see original membership application material in support of their enquiries. The filing system containing paper records will be stored in a secure manner such that unapproved access can only be achieved by the application of significant and violent force or other illegal means that might reasonably be judged to be criminal in nature.
The club has a duty to protect personal data from theft and/or cyber-attack. Therefore, all machines hosting personal data, including distributed subsets, will be protected with a proprietary software security package which is kept up-to-date and active. The password protection added to distributed data will be maintained at all times. For some IT environments, it is accepted that the security software forms an integral part of the operation system. The primary set of data which is held electronically will be subject to a routine backup regime at the home location of the club official holding that data. This regime must guarantee that multiple copies in the password-protected format exist on a number of physically separate memory media. The distributed sub-sets of data held by other club officers need not be subject to backup but this is highly advisable. Access to all hosting machines will be controlled by a password system, as typically provided in a computer’s operating system. Details are provided in Annex B.
No electronic copy of club member data will be held on club premises overnight or when the club is not occupied.
When a club officer that holds member data ceases to hold that position, he shall take all reasonable measures to immediately delete that data. Confirmation that this has been carried out will be required from the former officer in the form of a signed declaration.

6. Access to Data by Club Members
Any full or provisional member, or ex-member (see below) may request access to any/all personal data held on that member. This request will take no longer than 30 days to fulfil and will result in a hard-copy print out. It is anticipated that the time taken to deliver the requested data may actually be much shorter but will depend on personal availability of Club officials with the necessary access. Further requests at reasonable intervals by the same club member will be similarly met. Typically, a reasonable interval would be annually. However, if it is clear that subsequent requests for data are unreasonable or malicious, they can either be refused or a reasonable financial levy applied that reflects the effort required to meet the request.
A club member must not be given access to the personal data of another club member, though it is expected that normal club sporting activity will often result in a list or lists of member names only, such as in result tables or attendance records.

7. Regular updating of Held Personal Data 

On an annual basis, members will be reminded of the need to maintain the data held by the club. However, a copy of that data will not be provided unless it is asked for, in which case (5) applies. 
8. Deletion of Personal Data
During the period of membership of an individual, either full or provisional, the club will hold data on that individual in accordance with this policy statement. If a person ceases to be a member, the club will retain all data on that person for six calendar years following the termination of membership. This is a legal requirement placed on Home Office Approved Clubs and is not optional. At the end of that six-year period, all personal data for that former member will be destroyed, as far as is reasonably practical.

9. Personal Data Held on non-Members

Data may be held on non-members provided they have given permission for the club to do so. This applies to, but may not be limited to the following:
Members of other Home Office approved clubs who apply to enter a Club-organised open competition. A condition of entry is that they must complete the attendance register giving details of calibre, type and serial number of firearms used and date.  They must then give permission for this data to be retained for 6 years in accordance with Home Office requirements.

Members of other Home Office approved clubs who shoot at the Club as Visitors, in accordance with Home Office Guidelines . To shoot as a Visitor, therefore, permission must be given by the Visitor for the Club to retain details of calibre, type and serial number of firearms used and date of the visit for a period of 6 years.

Non-members who attend Club guest days, as defined by Home Office Guidelines  must complete the Section 21 declaration which will act as the attendance register and thus will be kept for 6 years in accordance with Home Office requirements.

Data Categories recorded will be (a) to (t), inclusive, (v) and (cc). See Section 1 above. Members of the above three categories above must be asked to sign a permission statement, agreeing for their data to be held for 6 years, after which it will be deleted. In the case of competition entrants, they may also be asked to confirm that their contact details can be used over the subsequent two years for the sending of advice on future competitions of a similar nature and which are organised by the Club. These permissions will be collected via the acknowledgement by signature of a suitable declaration. The wording of these declarations are at Annex A, Part 3. 
10. Sharing of Personal Data
It is a condition of Club membership that Club member personal data is shared with other key groups. At present (April 2018), the Club shares personal data with:

Hampshire Constabulary

Sussex Constabulary

The National Small-Bore Rifle and Pistol Association (NSRA)

There is no constraint on the scope of Personal Data supplied to Hampshire and Sussex Constabulary. The scope of released data to the NSRA is limited to members’ names, contact phone numbers and email addresses, if latter is available, and is for the purpose of acquiring club insurance, as required by Home Office Guidelines . Although the club has NRA affiliation and insurance, this body does not require any personal data and none is supplied. Under no other circumstances will data be shared with other parties unless there is a clear need to receive that data on the part of the recipient. In this case, the member(s) will be advised on what data is to be shared, and with whom, and permissions will be sought. 

11. Data on Junior Members - Additional requirements

The GDPR requires that information relating to junior club members and applicants is handled with particular care. In line with UK law, and in the context of Club activity, a junior is anyone under the age of 18. Although a junior’s name and date of birth must be recorded, contact details that are unique and specific to the junior member will not be recorded but will be replaced by those of the junior member’s parent(s) or guardian(s).
12. Retention of Particularly Sensitive Data

Information relating to criminal records is regarded as ‘especially sensitive’ under the terms of the GDPR and the club does not collect or store such information. See Section 1 (Data Collection), above.
13. Retention of Data Relating to Disability

The Club has a totally inclusive policy towards accommodating members with a disability. To this end, the Club does not believe it needs to hold any data relating to disability. The Club will endeavour to resolve infrastructure related difficulties for disabled members on a one-to-one basis without any disability related records being kept.
14. Data Breaches. Detection and Reporting
The GDPR requires that data breaches are reported to the ICO within 72 hours of detection. Club officials holding member data will be advised of what to look for in the detection of breaches and ICO contact details. In general, breach reporting will be expected to be carried out by the club chairman or secretary, but in the absence of these officers, independent action by other club officials (e.g. captains) will be expected. 
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Annex A: Declarations for the Collection of Permissions to Store and Process Personal Data

(1) Membership Application Form

“When you apply for membership of Havant Rifle and Pistol Club you will be asked to provide a range of personal data. Some of the data asked for is required in order to meet Home Office statutory requirements and therefore its provision is mandatory. The remainder are required for the routine administration of the club. Details relating to the retention, distribution and use of this information is outlined in the Havant RPC Data Protection Policy document, copies of which are available on the Club’s website or via a club official. A condition of membership is that you will keep your personal data that you have supplied to the club fully up-to-date and accurate. Signing this form, confirms your acceptance of these conditions.”
Applicant’s name:

Applicant’s signature:

Date signed:
(2) Full Member Data Collection May 2018
From 25 May 2018, Havant Rifle and Pistol Club (HRPC) must conform to the legal requirements placed upon it by a new set of legislation called the ‘General Data Protection Regulation’ (GDPR). Although GDPR is ‘European Legislation’, it will be adopted into UK law after the UK departs from the EU. GDPR will replace the 1998 Data Protection Act under UK Law and it is being overseen by the UK Information Commissioner’s Office (ICO).
A key concept of GDPR is that groups such as HRPC collect individual permissions from its membership for the collection, storage, processing, distribution and eventual disposal of personal data. What personal data is collected and what HRPC does with it is described in a GDPR policy document which can be made available on request to any member, or anyone applying for membership. In reality, the club wants no more data than is already collected via current or previous membership application forms and which is held centrally within the Club’s database.
Because of the legal issues involved, it has to be recognised that an individual’s membership of HRPC cannot continue beyond the current membership year UNLESS the necessary permission is given. In other words, giving this permission is henceforth a condition of membership. To this end, members are invited to sign the following declaration and return it to the Club Chairman/Secretary as soon as possible, and in any case, before 25 May 2018. 

The Declaration:

As a member of Havant Rifle and Pistol Club, I agree to the Club collecting and storing my personal data in accordance with the Club’s General Data Protection Regulation Policy Document:

Name: 

_________________________________

Signature:
_________________________________

Address:
_________________________________



_________________________________

Valid telephone number(s) (optional):  
______________
(landline)





______________
(mobile)
Valid email address (optional) ______________________

Date:

__________________________________

(3) Non-Member and Visitor Data Collection

This declaration will be added to the Guest (Shooting) Visitor registration form and all competition entry forms:
As a condition of attending Havant Rifle and Pistol Club as a (shooting) Guest, or as a competitor, I accept that the Club must collect and store my personal data in accordance with the Club’s General Data Protection Regulation (GDPR) Policy Document, a copy of which was available for viewing on my request. In summary, Havant Rifle and Pistol Club will securely retain all the personal data that I have provided for a period of 6 Calendar years from today. If I have entered a competition organised by Havant Rifle and Pistol Club, I further agree that over this same period, the club may contact me by email, if I have supplied an email address, in order to advise me of further competitions of a similar nature.
Name: 

_________________________________

Signature:
_________________________________

Address:
_________________________________



_________________________________

Valid telephone number(s) (optional):  
______________
(landline)






______________
(mobile)

Valid email address (optional) ______________________

Date:

__________________________________

Annex B: IT Security applied to Personal Data held by the Club

	Club Officer
	Password Protection?
	Firewall/Anti-Virus Protection?
	Back-Up Regime?
	Notes

	Chairman
	Yes
	Yes
	Yes
	This club officer currently maintains the primary collection of member data

	Secretary
	
	
	Not a requirement
	

	LSR/BR Captain
	Yes
	Yes
	Yes
	

	Target Rifle Captain
	tbs
	tbs
	Not a requirement
	

	Gallery Rifle Captain
	tbs
	tbs
	Not a requirement
	

	Air Weapons Captain
	Yes
	Yes
	Not a requirement
	

	Target Shotgun Captain
	tbs
	tbs
	Not a requirement
	

	Muzzle-Loading Captain
	Yes
	Yes
	Yes
	

	A N Other….


	tbs
	tbs
	Not a requirement
	


Annex C: Definitions
Data Controller. Within the context of the GDPR, A “data controller” means a person who, either alone or jointly or in common with other persons, determines the purposes for which and the manner in which any personal data is to be processed. In the case of the Club, the nearest equivalent is the Club’s management committee, led by the Club’s Chairman.

Data Processor. A “Data Processor”, in relation to Club-held personal data, means any person who processes the data on behalf of the data controller. 

“processing”, in relation to information or data means obtaining, recording or holding the information or data or carrying out any operation or set of operations on the information or data, including:

a) organisation, adaptation or alteration of the information or data, 

b) retrieval, consultation or use of the information or data, 

c) disclosure of the information or data by transmission, dissemination or otherwise making available, or

d) alignment, combination, blocking, erasure or destruction of the information or data

Within the Club, the Data Processors are, or can be, the Club Chairman and the Club Secretary.
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